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Information Management
PARENT POLICY 
This policy is part of the Information Management (IM) Framework (D17/24172).

1 PREAMBLE
[bookmark: _Toc239223634][bookmark: _Toc205610641]The Victorian Electoral Commission (VEC) is bound by the Privacy and Data Protection Act 2014 (PDPA) and other laws that impose obligations on the handling of personal and health information that directly or indirectly identifies a person (personal information). This policy is compliant with the laws.
This policy gives direction to VEC officers on the management of personal information. The policy supports the VEC’s need to collect information and the right of the individual to privacy. It ensures that the VEC can collect personal information necessary for its services and functions: 
· while recognising the right of individuals to have their information handled in ways that they would reasonably expect 
· in ways that protect the privacy of their information.
The VEC will update and amend this policy at its absolute discretion. 
The VEC will communicate changes to affected employees. 
2 DEFINITIONS 
	Word/term
	Definition

	Sensitive 
information
	The Privacy and Data Protection Act 2014 defines sensitive information. 
Sensitive information means information or an opinion about an individual's—
(a) racial or ethnic origin; or
(b) political opinions; or
(c) membership of a political association; or
(d) religious beliefs or affiliations; or
(e) philosophical beliefs; or
(f) membership of a professional or trade association; or
(g) membership of a trade union; or
(h) sexual preferences or practices; or
(i) criminal record—
that is also personal information

	Personal information
	The Privacy and Data Protection Act 2014 definition is information or an opinion (including information or an opinion forming part of a database), that is recorded in any form and whether true or not, about an individual whose identity is apparent, or can reasonably be ascertained, from the information or opinion, but does not include information of a kind to which the Health Records Act 2001 applies;


3 [bookmark: _Toc142812815][bookmark: _Toc239223635]SCOPE 
[bookmark: _Toc205610645][bookmark: _Toc239223637]This policy applies to: 
· information collected on all persons, received, and/or stored by the VEC with no exclusions 
· VEC employees, appointees, and contractors, including advisory boards, and ambassadors
· service providers engaged under an outsourcing arrangement 
· all aspects of the VEC’s business operations. 
The Information Privacy Guidelines provide detailed information that supports this policy.
4 POLICY STATEMENT 
The VEC is committed to safeguarding and preserving the privacy of personal information it receives, collects, and stores. VEC officers will handle personal information according to this policy. 
VEC staff must undertake mandatory PDPA training, at induction, and on an annual basis.
4.1 [bookmark: _Toc245198198][bookmark: _Toc142812818][bookmark: _Toc205610648][bookmark: _Toc239223640]Collection of personal information
[bookmark: _Toc245198199][bookmark: _Toc205610646]The VEC will only collect personal information that is reasonably necessary for the performance of its functions as detailed in the Electoral Act 2002, the Local Government Act 1989 and Infringements Act 2006. The VEC will obtain this information through lawful, fair and not unreasonably intrusive means. 
When collecting personal information, the VEC must take reasonable steps to advise what information is being sought, for what purpose, whether any law requires the collection of the information, and the main consequences, if any, of not providing the information.
4.2 Access to personal information by VEC officers
The VEC restricts access to personal information. VEC officers will have access to personal information when it is necessary. 
VEC officers must: 
· handle personal information with discretion 
· follow this privacy policy and guidelines issued by the policy owner.
4.3 Use and disclosure 
Unless authorised by the person, or by legislation, the VEC will use and disclose personal information: 
· only for the primary purpose of collection, or 
· for a directly-related purpose, or 
· for another purpose, with the person’s consent (unless otherwise required, permitted or authorised by law).
A collection notice must say the VEC can use and disclose information for the authorised use and disclosure, and may use and disclose for a directly-related secondary purpose. 
4.4 [bookmark: _Toc245198200]Quality, access, and correction 
The VEC will make every reasonable effort to ensure that personal information it collects and/or stores is accurate, complete and current. 
With a small number of exceptions (included in the PDPA and with reference to the Freedom of information Act 1982) any person has the right to receive reasonable access to their own information held by the VEC and to seek corrections to their own information. The VEC will take reasonable steps to correct personal information so that it is accurate, complete, and current.
4.5 [bookmark: _Toc245198201]Security of personal information
VEC must have procedures, physical, software and hardware safeguards, access controls, secure methods of communication, and back-up and disaster recovery systems, to protect information from misuse and loss, unauthorised access, modification, and disclosure. 
The VEC must use security controls to manage access to publicly available information.
As a security control, VEC officers must authorise destruction of information, including personal information, as soon as reasonably possible, according to the relevant retention and disposal authorities.
4.6  	Sensitive Information
The limited circumstances in which the VEC collects sensitive information include when the individual has provided their specific consent to the collection or when the collection is authorised under law. 
When collecting sensitive information, VEC staff must describe why the information collection is necessary, and tell the individual that the information is available, on request.
5 REPORTING INAPPROPRIATE MANAGEMENT OF PERSONAL INFORMATION
VEC employees must report to the VEC Privacy Officer any incidents of interference with an individual’s privacy, any privacy breach (real or perceived) and any mismanagement of personal information.
6 [bookmark: _Toc245198202]ROLES AND RESPONSIBILITIES
Privacy Officer 
The VEC Privacy Officer must: 
· train and educate VEC officers on their privacy obligations
· provide advice regarding privacy and personal information.
If VEC staff have questions about how to manage personal information, they should consult with the Privacy Officer.
Queries relating to privacy of personal information should be directed to the Privacy Officer at privacy@vec.vic.gov.au or 03 8620 1100.
Electoral Commissioner 
The Electoral Commissioner is responsible for ensuring the implementation of and compliance with this policy. 
Employees 
All staff must: 
· comply with this policy and any privacy procedures issued by the policy owner
· consult with the Privacy Officer, as necessary.
[bookmark: _Toc239223641]Wrongful, unauthorised or accidental access use or disclosure of personal information that constitutes a breach of privacy may result in disciplinary action.
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